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Insider Tips To Make Your Business Run Faster, Easier And More Profitably

HOLIDAY
SCAMS IN

DISGUISE:

WHAT TO WATCH OUT FOR
WHEN DONATING ONLINE

Even in gnnc! times, scammers circle around
generosity. But during the holidays. when
giving increases and emotions run high, they
truly pounce.

A few years ago, a massive releﬁ.mdin_q fraud
was shut down after anthorities discovered
that the perpetrators had made 1.3 hillion
deceprive donation calls and collected over
$110 million from unsuspecting donors.
(Federal Trade Commission)

At the same time, academic researchers from
Cornell University found that on social media
alone, more than 800 accounts operared
donation scams, pus hi ng victims towa rd fake
fundraisers over plnrl'-nrms like Facebook, X
and Insragram.

For a small business, one misstep in charitable
giving can do more than lose money - it can
connect your name to fraud, damage your
reputanon and erode trust with clients,

PJT[DETS an I:{ YOur commun iy,

Here’s how to vet fundraisers, spor red flags
and keep your business (and goodwill) safe
this season.

How To Vet A Fundraiser Before
You Donate

A Jrr:qfn'm.:r('_ﬁuufmisrr should answer
these rl':'.zrf}’:

» Who is organizing this, and whar's their
connection to the recipient?

+ How exactly will che funds be used, and
over what timeline?

» Who is controlling withdrawals? Is there a
clear path for funds to reach their targer?

» Do close contacts of the recipient (family,
friends) publicly supporr the campaign?

If any of those are vague or missing, ask for

S n i "
clarification first. Silence or evasive answers is
ared [‘]ag_

Red Flags That Often Signal Scams
If you see any of these, pause and investigate:

» Misleading or patendy false informarion
on the fundraiser page

Funds not being used for the stated
purpose in a reasonable time frame

Impersonation of another person or
copying someone else’s story

Stories thar seem too peri'-err or
emotionally manipularive

When you spot multip|e Warning signs, report
the fundraiser and don’t donare.

Vetting Charities
(Not Just Crowdfunds)

Even established charities can have sketchy

practices. Here's what to J'(Juk_,l':u:

['ransparent program desc riptions,
t-inanr:ial IJTE:lkdOWﬂS and 3!'[1'[!.["!] FEP‘(?TES

Clear informarion abour how much of a
donation goes to programs vs. overhead

Chariry names that appear in searches
with words like “fraud,” “scam™ or
“complaines”

A lack of detail or negative reviews should
spark caution.

contimied on page 2..
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continied from cover or privately — that generosicy becomes part of o Use Trusted Channels: Donate via chariry
your brand. A donation to a scam, or even an websites, not rhrnugh random links in e~
Common Tactics Charity employee giving through your company name, mails or social media.
Scammers Use can drag your brand into a fraud story.
. Tramlparenl:y.' 11'_:@04.11' business pub]icizes
Watch om_ﬁrr_' Worse: The same ractics fraudsters use in that it donates, it’s worth verifying the
chariry scams — urgency. impersonation, phony charity you publicly support.
¢ Demands to donate via gift cards, wire websites — are also used to rarger businesses.
transfers or crypro — legitimare chariries That overlaps with phishing, invoice fraud and » Ongoing Monitoring: After donating.
accept credit cards or checks. wire transfer scams. 'I'eaching YOUT team to spot check thar funds are used as prorm'sed
fake fundraisers is training them to spot (mnn}-‘ charities pub]is]] impact reports},
» Websites missing hreps (look for the “s”) — fraudulent tactics across the board.
thar means insecure dara transmission. K”P Your Ho“dﬂvs Generous -
How To Protect Your Business Not Risky

* Pressure to donate right away — urgency is (And Your Goodwill)
a trick 10 SEop you fectn thmkmg. The ||olic|a}'s are a chance to give back, not a

These sie 5 LT i is safe - n s
1';1:.51 _‘-'HPS JI‘I:‘JIP ECHEHNE }‘DHFHI[ !J{k 15 3ajc season for regrer. Smart Checkj :“_!d PDI[CTE‘S

o Claims you already pledged or gave : :
; : Y Pleds B and smart: protect your money and your repuration.
without remembering — always double- / ’
check before you pay. s Donation Pnlicy For Y our Business: i
< Make sure your team knows how to spot these
Define how and where the company -5 N )
) ; . K scams — whether it’s a fake fundraiser, a
Scammers are clever. Even pnhshed websites will donare. and put a‘pprnwﬂ thresholds Saar ;
: ; ; phishing e-mail or a bogus payment request.
and thoughtful-sounding headlines may hide in place. = 3

malicious intent. i
BECSI.ISE Ehe beﬁt g]h: }.’nl.l

- Empluyee Awareness: Educare your ream = .
) can give your business

Why This Is Important For You on fake fundraisers, urging them to double- it
Ere - - (and your communiry) is
check and verify before donating under } ol
2 y . i : trust thar cannot be taken.
When your business gives ro chariry — publicly your company name.

“I DIDN'T KNOW"

Unfortunately, That Excuse Doesn’t Replenish Your Bank
Account, Resolve A Data Breach Or Erase Any Fines And

Wsuits.
S coming...

* That day a hacker steals critical data, rendering your office useless...
* That day when your bank account or credit card is compromised...
* That day when your customers’ private lives are uprooted...

Cybercriminals and hackers are constantly inventing NEW ways to infiltrate your
company, steal your assets and disrupt your life. The ONMLY way to STOP THEM is this:

You Must Constantly Educate Yourself On How To Protect What's Yours!

Now, for a limited time, we have the perfect way to help reduce your risk and keep
you safe! Simply sign up to receive our FREE “Cybersecurity Tip of the Week.” We'll
send these byte-sized quick-read tips to your e-mail inbox. Every tip is packed with a
unigue and up-to-date real-world solution that keeps you one step ahead of the bad
guys. And because so few people know about these security secrets, every week
you'll learn something new!

Get your FREE “Cybersecurity Tip of the Week” at: www.mepinc.com/cybertips
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TF 5 | BRAND-BUILDING ADVICE
.. FROM KISS CO-FOUNDER

GENE SIMMONS

Gene Simmons, legendary KISS co-founder
and the mastermind behind the band's
merchandising success, shares seven trade
secrets that shaped the iconic KISS brand
and buile his wealth. The same principles

he used can absolutely drive growth for

your company.

1. Embrace Money Unapologetically
“Every step you take is either going to make
you money or cost you money,” Simmons
said. *I prefer to make money. You have an
inferred ﬁduciury dut_\' to yt‘:urxu[i“.'

2. Work Harder Than Everyone Else

“Some of the least intelligent people I've met
are also some of the wealchiest individuals,”
he said. “The only difference is they work
longer and harder. If you do nothing on
weekends — char’s 104 wasted days a year.”

3. Choose Your Circle Wisely

“Get rid of all your loser friends,” Simmons
warned. “Anybody who wants to go
drinking, hanging out — get rid of them.
They are vampires. Surround yourself with
better-looking, richer, smarter people. Yes,
it's surface stuff, bue it works.”

4, Master Communication
And Branding

Clear communication, authority and brand
maximization are essential. “If you've got a
brand thar works, there are almost no
limitacions,™ he said. “KISS has done
everything from condoms to caskets. We'll
get you coming, and we'll get you going.”

5. Diversify Income Streams

“Always have something else that makes you
money,” Simmons advised. “Passions are fine,
but remember — whatever the passion, there’s
a market.”

6. Protect Your Assets

Trademark your business and products. “The
first thing in building a business is a nice,
clear fence,” he said. “Good fences make
good neighbors.”

7. Approach Life With Fresh Eyes

He urged innovators to think like outsiders.
“All businesses were invented in garages,” he
tmpilasizt‘d, “t's at\»\-‘:l}fs about passinn. VISION
and people who refiise to quit, no matter
how many times they fail.”

Keys To Success

For Simmons, success comes from deliberare
action and relentless commirment. He
believes self-education and financial literacy
are foundational. Markering savvy and brand
differentarion, as shown in KISS's evolurion,
remain critical. He champions income
diversification, rax strategy, trademarks and
legal structures to uik'guard growth,

Most importantly, Simmons insists success
isn’t about talent or privilege — it’s about
drive, learning, strategy, ambition and
outworking everyone else. “You have a
fiduciary duty to educate yourself, to be in
the right place with the right thing at the
right time,” he said. “It's up to you ro make
life worthwhile and make a lot more money,
becatise you can, and you will.”
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New Technology for an Old Service

| know that's a bold statement, but it's
absolutely true. Cur partnership with Wildix

has proven, without question, that this platform
is on an entirely different level. Wildix isn't
just another phone system —it's a
complete communications solution, and
frankly, it's superior to anything we"ve seen in
our 44 years in this industry.

With Wildix, you're not just getting dial
tone. You're getting full unified
communications: internet faxing, call
recording, voicemail-to-text, voicemail
emailed right to your inbox, and multi-
device integration so your cell phone,
desktop, laptop, and tablet all work
together seamlessly - and all of that is

included at no additional cost.

When you compare it to services like
RingCentral, Spectrum Voice, Hovemnet,
Weave, or even Allworx, the difference
becomes crystal clear. Wildix delivers features
for free that the others simply don't offer at all.

And here's the best part — we'll review what
you currently have for free. Mo pressure, no
obligation. Just solid answers based on
decades of experience.Give us a call at 343-
2713 or schedule a meeting at mcpinc.com.
Owr clients typically save around 30% on
telecom costs when we transition them to
Wildix.So what are you waiting for? Pick up
the phone and let"s get you a smarter, more
modern communications system today.

CARTOON OF
THE MONTH

“all T'm saning i we could be coflecting more data
than just naugitty and nice,”
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We Specialize in Security and
Technology solutions for Small and
Medium Businesses in our area.

We look forward to helping you

achieve all your technology goals
in 2025 and beyond!

Marchese Computer

“The Technology Experts"

FOR oMALL BUSINESSES

(OR: HOW NOT TO ACCIDENTALLY RUIN SOMEONE’S DAY)

The holidays are chaotic enough withour tech
mishaps adding fuel to the fire. Wich
customers rushing around and employees
juggﬁng schedules. a few simple updates can
save you from unnecessary headaches—and
i;ee'p your business from be coming someone’s
holiday horror story.

“ Update Your Online Hours

Make sure your holiday hours are accurate
everywhere people look:

» Google Business Profile (the big one)

= Facebook, Instagram, Yelp

* Your website banner

. Apple Maps
Sample message:
“Happy thdays! We'll be closed Nov. 28—
Dec. I to spend time with family. We'll be
back Monday moming—slighd}' stuffed, bur
ready to help!”

ﬂ Set Human Out-of-OHice Replies

If you're unplugging, don't leave cusromers

wondering ii_you vanished.

Sample OOO:

“Thanks for reaching out! We're closed Nov.
28-Dec. 1. We'll reply as soon as we're back
(and caffeinated). For urgent needs, call
(XXX) XXX-XXXX. Happy Holidays!”

ﬂ Don’t Overshare in Your 000

Skip the travel itinerary. Stick to dates,
response rimes and alternate contacts. Too
much detail = TMI and a security risk.

ﬂ Test Your Phone Systems

Call your own number (yes, seriously) to
confirm your voicemail greeting matches your

actual hnlida}' hours.
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Samp]e voicemail:

“You've reached [Business]. We're closed for
the holiday weekend. Leave a message and
we'll rerurn your call Monday. For urgent

needs, press 1. Happy Holidays!™

ﬂ Communicate Shipping
Deadlines Early

nynu ship or deliver, post your “order by"
dates clear]“\.' and remind customers before
panic sets in. Delayed gifts are annoying—

missed EXPECIAfiOns are wWorse.
Bottom Line

Holiday tech etquerte = clear
communicaton + human tone + accurate
info. A few quick updates go a long way
toward keeping customers happy and your
business running smnnth]l\'—even when

you're out sipping cocoa.
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